(7 SVRINX

ECHNOLOCIES

©@ MMOBILE.AGILE.FOC\SED




Introduction
Threats

Attack Vectors
General Best

Free Tools
Question

[=]
[=]
[=]
[=]
[=]
(]
[=]
[=]




Cabletron,
Packet36(

= CCIE, CISSE

= President, €




Web and database servers
complexity.

Applications are generally
afterthought.



m Common web serv

SQL Injection
Cross Site Scri:

Cookie tamper

Directory
Privilege es




Incorrect permissions

Account man

Denial of se




= Start with the operating s

[ Develop a hardening pro

[(] When building the server, a
patches and ur s needed.

[ Remove all unn rvices,
applicatior
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General Best Practices (cont.)

= Moving on to the Application

[ After installing the web or database server
application, ensure that any hotfixes, security
patches or other necessary updates are installed.

[ Ensure that any application-layer account passwords
are not left blank, at their defaults or set to anything
that can be easily guessed using brute-force tools.

E Ensure proper application-layer permissions are set
at every layer of the application.
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= Moving On to the App

E Modity the host-based ID
accommodate the new appli

If any remote acc
installed, ens




= Moving On to the Apr

Enable logging of critica

Test the applic
before loading ¢

motion”
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= Don’t forget about

= Control access to the sery
appropriate

E Only open the
necessary

= Use both ing
appropriate
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= Make sure
passwords.
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= Some general best pra

E Remove all demo progre




= IS specific best prac

Where possible, use the I
server software
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= IS specific best pre ‘

E Remove Internet printi
E Remove all sat
E Rename O/S /




checksums.

= Chroot the ser
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= Apache specific best |

access.
[ Disable any
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= Apache specific bes

M Remove all unnecessary
file permission

= Create approp:
scripts.
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m MS SQL Best Practices
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= Ensure the SA account ha
This also applies to MSDE-1

B Never configure >A passw
any other accour ne
password.

E Remove all
especially “xp
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= MySQL Best Practices

Always set a password fc
Apply application patches a

Always run the ase serve
root user |

Delete the *
account.




= If remote access is not ne
support. )

= Chroot the dat




Database

m Oracle Best Practic

= Always change the ac
default Oracle accounts
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m Oracle Best Practic

[ Set the proper permissic
accounts such a

1/

E Remove the
= Disable all
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m Oracle Best Practic

= Configure a password ir

= Configure appropriate logg
events.

= Apply appli
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= PHP Best Practices

log them to a
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= PHP Best Practices

[ Be very careful with glol

= Make sure “ma
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E SQLPing?
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= Oracle

=] WinSID
[ CheckPW
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