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È Biography

Á25+ Years in Information Technology

ÁPositions at VCU, Circuit City, DiVX , 
Cabletron, Dataline, SyCom Technologies, 
Packet360

ÁCCIE, CISSP, M.S. in Computer Science

ÁPresident, Syrinx Technologies LLC

Copyright 2009 Syrinx Technologies 3



È Web and database servers continue to grow in 
complexity.

È Applications are generally written with security as an 
afterthought.

È New vulnerabilities are discovered every day in 
operating systems, application servers and in the 
applications themselves.

È Exploits have become very easy to obtain and use.
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È Common web server vulnerabilities

ÁSQL Injection

ÁCross Site Scripting (XSS)

ÁCookie tampering

ÁDirectory traversals

ÁPrivilege escalation

ÁSession hijacking

ÁWeb defacements
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È Common database server vulnerabilities

Á Incorrect permissions

ÁAccount management

ÁData theft (Confidentiality)

ÁData manipulation (Integrity)

ÁDenial of service (Availability)
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