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È Introduction

È Regulations Update

È Why Pen Test

È Why Not Pen Test

È Tools & Techniques

È Low Hanging Fruit

È Case Studies

È Questions
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È Biography

ÁB.S. - Information Systems ðVCU

ÁM.S. ðComputer Science - VCU

ÁCCIE, CISSP

ÁFormer CCNA Instructor at John Tyler & J. Sargeant 
Reynolds Community Colleges

ÁCurrent President, Syrinx Technologies LLC
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È Employment History

ÁVCU ðAcademic Campus

ÁCircuit City/DiVX

ÁCabletron

ÁStarted Dominion Systems Consulting

ÁDataline

ÁSyCom Technologies

ÁPacket360

ÁStarted Syrinx Technologies
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È ID Theft Red Flags Rule
Á Part of the Fair and Accurate Credit Transactions (FACT Act) of 

2003, instituted by the FTC

Á Requires companies to have identity theft prevention programs 
in place

Á Compliance date is November 1, 2008

Á Who must comply?

ĞFinancial institutions and creditors

ĞOK, whatõs a creditor?

ÍAny entity that extends, renews or continues credit, such asé.

ÍFinance companies, auto dealers, utility companies, mortgage 
brokers, telecommunications companies

Á Penalty for non-compliance:  $2,500 per violation
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È PCI Version 1.2
ÁReleased on October 1, 2008

ÁClarifies a fair amount of verbiage

ÁSeveral of the major changes are:
ĞRemoved requirement to disable broadcasting of wireless 

SSID.

ĞFor new wireless implementations after March 31, 2009, WEP 
is prohibited. 

ĞFor existing wireless implementations, WEP is prohibited 
after June 30, 2010. 

ĞIncluded Unix -based systems in anti-virus requirement. 

ĞUnder 11.3, clarified rule that both internal and external 
testing is required.
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